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ABSTRACT

System and subsystem engineering within the aerospace and commercial industries are
using risk and decision analysis in conjunction with trade study processes to aide in
reducing spacecraft system cost, assessing Commercial Off-The-Shelf (COTS) component
reliability, selecting among competing technologies, and weighing the benefits of cost and
risk of implementing candidate technologies and components. These methods have been
successful at the system and subsystem levels. These methods are also useful for a parts
engineer who must continually evaluate COTS part candidates where little or no
information is known. A set of criteria for part evaluation and review would be valuable to
a parts engineer that would help in performing a risk assessment and in making the final
decision as to whether a COTS part can be used in a given application or not. The work
herein lists criteria developed and demonstrates how risk assessment and decision making
were used for assigning a risk classification to a Commercial Flash Memory electronic
part. Various references materials in risk management and decision making including the
work by Dr. Michael A. Greenfield at NASA Headquarters were helpful in implementing
risk and decision making techniques.
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1.0 BACKGROUND

1.1 THE NEED FOR ASSIGNING RISK LEVEL WITH LITTLE DATA
AVAILABLE

The next generation of spacecraft has the formidable challenge to revolutionize
spacecraft design and construction. Specific objectives include affordability, significant
reduction in mass and volume, and high integration of on-board operations using ultra
micro miniaturization of electronics and complex computing functions offered with
commercial off-the-shelf (COTS) parts and technologies. Determining what parts and
technologies can accommodate this end is no easy task. Informed planning and risk
management are essential to building a reliable spacecraft. Any unknown risk associated
with using advanced electronic technologies and COTS parts can result in a significantly
degraded or even catastrophic mission. To mitigate such events in the past, developers and
designers, with the help of the parts engineer, have taken conservative measures to
purchase the best available and qualified parts. This was accomplished by putting the parts
through elaborate tests and screens to separate out parts that may jeopardize long term
reliability. These options are still available and can be used today. However these options
are becoming less the norm and more emphasis is being put on choosing reliable parts
without the high cost of testing, elaborate screening, and qualifications. There is now a
need to make risk assessments based on what information or data exists, without a formal
qualification, and little additional testing if any. This is the challenge.

2.0 INTRODUCTION
2.1 RISK MANAGEMENT

Risk management comes under the general field of management and can be
considered as a special field. “Management” may be defined as the process of planning,
organizing, leading, and controlling the resources and activities of an organization in order
to fulfill its objectives most cost-effectively. Risk management is devoted to minimizing
the adverse effects of accidental loss on the organization. For the parts engineer risk
management is devoted to minimizing or preventing the loss or malfunction of a spacecraft
due to a faulty part. In a general sense part risk management is a process that includes
planning, organizing, leading, and controlling the activities of part evaluation and
selection. Part risk management can also be defined in terms of a decision making process.
Five steps in this decision making process are 1) identifying exposures of part failures that
may interfere with the spacecraft objectives, 2) examining feasible alternatives for dealing
with these exposures, 3) selecting a risk management technique, 4) implementing the
chosen technique, and 5) validating the results of the chosen technique. The point here is
that there are two aspects to risk management. One aspect emphasizes the management
aspect and the other is the decisional aspect.




2.2 DECISION MAKING

Decision making is the result of very small incremental gains in the understanding
of decision making processes and human thought, and the application of technology tools
to support the process. In the absence of predictive information, decision is process of
guessing the future consequences of impending choice. Human decision makers have
traditionally looked for support for their decisions. Support can from may sources such as
quantitative data, analysis, advice from a consultant, or even ones horoscope. However
there are some good principles to follow in the decision process such as proceed slowly,
consider the alternatives, identify the risks, and build a contingency plan before choosing a
course of action. It is better to generate creative choices and then systematically them
rather than to guess. A key step in the decision process is to point out information gaps
that must be filled before a decision can be made. Modern decision making has now
advanced to where computers make decisions or choose a course of action based on
algorithms, weighting factors, and information, analysis, and data that is fed in to the
computer. The methodology envisioned for this RTOP in deciding COTS acceptability
was more along the following path:

Define the problem

Formulate decision objective

Generate the criteria

Gather the data

Evaluate the data against the criteria

Make a risk assessment for each criteria based on mitigation options
Assign a risk level

NowvnhsWDb =

3.0 PRELIMINARY STEPS TAKEN TOWARD COTS EVALUATIONS

There were many attempts to try and understand the issue of COTS parts
and their future acceptance in aerospace hardware. One of the first issues to understand
was an acceptable definition of what COTS parts are. One definition says Commercial Off-
The-Shelf parts include all commercial/industrial grade parts such as Plastic Encapsulated
Microcircuits (PEMS), Ceramic parts, Known-Good-Die (KGD), and Multi Chip Modules
(MCM). COTS are typically manufactured in high volume production lines and have the
lowest unit cost compared to military, high reliability, or radiation hardened produced
parts, Quality, Reliability, Performance, and Vendor’s Liability can vary significantly from
vendor to vendor. Another short definition for COTS is “Check On The Supplier”
inferring that COTS parts are risky and little is known about them or their source.

Because it is commonly believed that COTS parts are risky to use, a fishbone
diagram was developed to define this problem. In the Diagram shown on the following
page the casual determinants were defined: People, Equipment, Methods, Materials,
Processes, and Information. Within each of these generic casual determinants specific
causes for why COTS parts are risky were identified.
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From the above results it was apparent that there was too many causal effects to
address in order to minimize risk of using COTS parts. Another attempt was taken to
identify more explicitly what factors must be understood in order to eliminate any risk and
insure the best available COTS parts would be used in system hardware. Chart 1 on the
next page identified six factors for which if all information was known would achieve >
95% success in reliability and performance with COTS.
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CHART 1

The next step in the process was to determine what actions could be taken for each
of the subcauses that lead to COTS being risky and list what actions could be taken. The
following table lists possible actions and ranks them according to doable, cost of
implementing the action, time to complete the action, and their impact to resolving the
problem statement. From this table and the ranking, it was decided that obtaining all
existing information and data on COTS parts was most doable, very cost effective, could
be achieved within the time guidelines and would have the best impact on reducing risk of
COTS. All categories were ranked according to total score with the lowest score being the
most favorable solution and the logical place to start.
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Strong High FY96 High
=1 =0 =1 =
Medium Medium FY97 Medium
=3 =3 =3 =3
Weak Low FY98 Low
=0 =1 =0 =0
Category CAUSE SubCauses Possible Actions Doable Cost Time Impat Total
(People) |User Ignorance of COTS |Collect information; 1 1 1 1 4
Over/under |Q&R Self-education of staff
confidence in and JPL users
COTS
(People) |User Lack of Educate & wam users| 3 1 1 3 8
Misapplied characterization data |of 'traps' and pitfalls
for space
environment
(Methods) |Design Flow |Device may not Inform users; suggest | 3 1 1 3 8
have sufficient board level
EOS/ESD protection [implementation
built into its design |techniques; impose
strict handling criteria
(Materials) |[PEMs Thermomechanical |Determine application] 3 1 1 3 8
Packaging |shear stress related |true temperature
Related failures when extremes; Eliminate
Concerns exposed to temp unnecessary temp.
cycling cycles
(Materials) |PEMs Moisture For moisture, do 1 3 1 3 8
Packaging |contamination due to|bakeout & place strict
Related nonhermetic sealing |parts handling
Concems controls thereafter
(Machines) |Vendor's Inadequate tools in |If risk verified, 1 3 3 3 |10
Inspection use due to emphasis |institute in-house
Equipment |on cost over quality |inspections on a
& reliability sample basis
(Methods) |Fab Process not Not much for latchup; | 3 3 3 1 110
Processes |designed to be rad |possible shielding
hard (latchup & total |options
dose)
(Methods) |Fab Inadequate quality |If risk verified, 3 3 3 1 |10
Processes controls at some institute in-house
vendors inspections on a
sample basis
(People) |User Incorrect Avoid generalizing; 1 1 1 9 |12
Over/under |generalization of educate user
confidence in |COTS performance |community
cOoTSs based on track
record of other
COTS parts/vendors
(Methods) |Design Flow |Device may not Add test vectors to 3 3 3 3 112
have incorporated |increase fault
Design for Test coverage & test
practices (resulting
in low fault
coverage) :
(Methods) |Test Insufficient Conduct tests 1 9 1 1 |12
environmental
(radiation, hi/low




environmental
(radiation, hi/low
temp, humidity)

testing
(Methods) |Test Insufficient Conduct tests
mechanical
(shock/vibration,
Seal) testing
(Methods) |Test Insufficient electrical {Conduct tests
(functional,
parametric, bum-
in/life-test) testing
(Methods) |Design Flow {Device may not Inform users; suggest
have SEU hardened [system level
design mitigation &
implementation of
fault tolerance
techniques
(Methods) |Design Flow jDevice may not Suggest
have incorporated |implementation of
conservative design |redundancy/fault
rules or Design for |tolerance techniques;
Reliability look for alternate
devices
(Materials) |PEMs Radiation effects on [Study effects by
Packaging plastic materials are jconducting tests
Related unknown
Concems
(Materiails) |PEMs Impurities Test for effects from
Packaging |contamination due to|existing
Related nonhermetic sealing |contamination; Place
Concerns strict parts handiing
controls to limit
further contamination
(Methods) |Fab Inadequate process |Establish quality level
Processes monitoring controls |by performing QCI &
in place to monitor {DPA type tests
reliability at some
vendors
(Methods) |Fab Inadequate process |Wait for process to
Processes data collected from ajmature OR put parts
new process to on test to collect data
consider the process
“qualified®, at some
vendors
(Methods) |Fab Inadequate/nonexist {Fab test structures
Processes ant reliability test and test
structure data at
some vendors
(Methods) [Fab No rad controls Perform lot-specific
Processes exercised in fab radiation testing

even if process is
randomly rad
tolerant

12

12

14

14

14

16

16

16

16

18




(Machines) |Vendor's Inadequate design  |Not much 9 9 *] 9 |36
CAE Tools |tools in place to do
Design for Reliability
& Test, due to
emphasis on cost
overQ& R

Sorted by Ascending order in the following categories:
Total Score, Cost, and Time

Notes: 1. Doable: This implies that a solution to a particular cause can be partially or
totally implemented..

2. Cost: The cost is the relative cost to accomplish a solution compared
to all other possible solutions.

3. Time: This is a forecast to implement a partial or total
solution by FY.

4. Impact: This indicates the affect a solution would have on
correcting the problem statement.

(The lower the sum the more favorable is the
acceptance of a solution.)

4.0 EVALUATION CRITERIA DEFINED

Because of the emphasis by JPL to deliver future spacecraft using a better, faster,
cheaper approach, it was necessary to look at evaluating and using COTS parts in the
same light. The action study completed above showed that if one could get all the
information and data needed from a parts vendor and not perform any special testing the
better, faster, cheaper objective would be satisfied. Therefore a set of performance criteria
was developed with indicators. The indicators were chosen as a minimum set upon which
risk assessment could be ascertained as to whether a COTS part was acceptable for a
given application or requirement. However another set of decision criteria was deemed
necessary whereby JPL could perform testing and data to augment what data the vendor
could or could not provide. Early on it was believed that all data and information
requested of a vendor would not be available. The premise was to obtain as much
available information as possible and quickly. The following criteria was developed and
the rationale behind some of the information indicators.

Vendor Criteria

1. Vendor Generic Information - Establish a vendor contact from whom you can
obtain information from as needed and determine if a cooperative relationship

can develop. Determine if the vendor is a QML supplier for the parts to be
evaluated.

2. Generic Part Information - Obtain part information such as description, part
number, cost, quality level and whether it is fully in production and available.




3. Process/Technology Information - Determine the technology used to fabricate
the parts, where the process is done, and what controls are in place such as
SPC and test structures.

4. Design Technology Information - Determine how current is the vendor’s
design tools to enhance reliability, performance, testing, and modeling.

5. Reliability Assurance/Data Information - Obtain all the vendor’s reliability data
generic and specific to the part type under evaluation.

6. Quality Assurance/Data Information - Obtain all the vendor’s quality data that
would demonstrate his out going quality and part workmanship.

7. Test Information - Determine the completeness of testing parts at temperature,
parameters specified on the data sheet, and where the testing is done.

8. Screening/Data Information - Obtain vendor’s data on 100% lot screening was
performed for temperature cycling, electrical, power cycling, and burn-in.

9. Part Performance/Data Information - Obtain vendor’s part data from
characterization and qualification for speed, ESD, latch-up, and power.

10. Package/Data Information - Obtain plastic encapsulated package data for
steam autoclave, temperature cycling, humidity, Tg, and molding compound.

11. Radiation Performance/Data Information - Obtain vendor’s data for low dose
effects, high dose rate effects, SEE, latch-up and recent process improvements.

12. KGD Data Information - Obtain flows and determine availability of die to
flows.

JPL Criteria for Augmentation

13. Chip Overview Information - Determine if there are any obvious anomalies
with the die for defects, foreign material, correct revision and mask stepping.

14. Package DPA Information - Obtain wire pull strength, dye penetrant, package
weight, glass transition, outgassing, and possibly C-Sam data.

15. Chip DPA Information - Obtain cross section data for metallization, oxide, via
and contacts, passivation, polysilicon.

16. Test/Burn-in Information - Obtain test data at device operating temperatures.

Using the above agreed upon criteria, a working and interactive template was
developed in Excel format that would facilitate entering information and data as it was
obtained. The template format also allowed adding, modifying, or removing risk indicators
as necessary. This would accommodate a better fit to different part types, and or project
needs. The template is designed to be flexible and without restriction when gathering
information for evaluation. The following example was used for evaluating a commercial
Flash Memory part. The example shows that all information is not available but important
information was still obtained that led to some risk analysis, decision making, and
acceptance of the part .

5.0 RESULTS APPLIED
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6.0 SUMMARY OF RESULTS

METHODOLOGY

The objective of this work was to develop a methodology and decision criteria to
evaluate and select COTS parts that:

M Minimized the cost to the users by using available data

M Established COTS criteria for Space Applications

B Minimized risk to users of COTS parts

B Allowed trade-off assessments with radiation hardened parts

B Provided quality service and value to the customer

B Stimulated gaining new knowledge and experience with COTS

B Provided for dissemination of the knowledge and experience gained

Much of what has been accomplished to develop a methodology has been by
reviewing what others were implementing to make COTS acceptable in the consumer
market and in the aerospace world. Many approaches and methodologies are being used,
some being very complex and others are simplistic. The methodology used by JPL focused
on more objective risk assessment and analysis. Criteria were developed to make
decisions, retain flexibility, and capitalize on available information and data. What has been
learned is that it is difficult to obtain information from the vendors directly. In many cases
vendors often want you to go to their representatives for information. When they in turn
cannot provide the information requested they send you back to the vendor. With the new
automatic phone answering systems where vendors are giving options by punching in
numbers, one is not able to talk to a person directly. Once you get around this system
there is usually some success in getting some of the data and information you request.
Using the vendors Web page also is of some help but if one is looking for reliability and
quality data the Web pages fall short especially on new products. Therefore trying to use
all available information to make risk assessments and keep the cost down can take more
time that a project schedule has planned for. However some good information can be
gotten without expensive tests. One way to expedite the process is to limit the criteria you
are going to evaluate and concentrate on the sensitive or critical items to mission success.

The COTS criteria used in this work was not constrained. They were chosen to be
comprehensive in order to see how much information one could obtain from the vendor in
a reasonable time and how much value it had in making risk assessments and analysis. In
the example of the Flash Memory only three of the twelve criteria defined as vendor inputs
failed to produce any real information. However it is not surprising since much of this
information is considered propriety by some vendors. In other cases vendors will share this
information provided you are a large volume customer of theirs. For aerospace customers
this will always be a challenge. The five criteria used for JPL inputs were selected to fill
the gaps when vendor information or data was not readily available. Because of this there
was more cost added to the process but if it is necessary to make a good risk assessment
then it must be done. The parts engineer must decide what makes good sense in light of




mission requirements and making the right decisions to minimize risk. For the Flash
Memory example the evaluation and risk assessment is still on going.

In order to minimize or eliminate risk concerns for COTS parts it is important to
identify which indicators within established criteria must be evaluated on recent factual
data. For the flash memory example moisture absorption and desorption data for the
SSOP plastic package were tagged as very important data. Another important indicator
for plastic packages is outgassing. For infant mortality projections, dynamic burn-in data
was tagged as very important. These concerns led to developing a plan to acquire the data
in real time. The data and results obtained for these indicators is included in the flash
memory risk assessment template. The outgassing and burn-in work has been completed
and reviewed. The outgassing data showed no evidence for concern but the dynamic burn-
in data did. One burn-in failure found by JPL testing was in agreement with data reported
by the vendor in 1995. Therefore infant mortality was labeled as a primary risk driver. The
early work done by JPL on plastic moisture absorption has led to further work which now
includes moisture desorption. This new work is evaluating different plastic package
configurations. It is not complete and some preliminary observations found are not
understood. Therefore risk assessment for plastic moisture concerns cannot be made at
this time. Radiation performance data has been difficult to complete because of conflicting
and strange results obtained for the flash memory tested. When evaluating COTS parts
this is often the case. Radiation testing is continuing in a consistent and precise manner to
resolve all anomalies found. Risk assessment is still under evaluation for all the radiation
indicators except one. Total jonizing dose (TID) test results in a plastic package indicate
the flash memory part is limited to < 10Krads.

One general conclusion is evident. The time it takes to properly evaluate a COTS
part is too often underestimated and forcing a rush to judgment on its acceptability will
likely lead to problems later on.

Performing trade-off studies of COTS parts with radiation hardened high reliability
parts was one of the objectives for the methodology development. Trade-off studies and
analysis gives the parts engineer options to consider in reliability, performance, and cost
factors. Selection of a part is then determined based on options that best meet
requirements, risks allowed and cost constraints. For the COTS flash memory example a
trade-off study is not possible since there are no vendors who manufacture a radiation
hardened high reliability part. Therefore any trade-off studies would have to be done on
similar non rad hard COTS parts. Some of this work is underway.

The methodology undertaken to evaluate the COTS flash memory was designed as
a structured risk management approach. The process followed concurrent engineering
methodology with risk drivers identified and whereby risk predictions could then be made
based on real time data. The flash memory example demonstrated that this approach does
provide value and quality to the customer. COTS parts must be considered high risk until
proven or shown otherwise. Since little is known about their behavior in deep space

applications, caution and discretion must be adhered to during a project part evaluation
phase.




Using and applying COTS parts and technologies in Space Applications without
risk requires having extensive knowledge and experience with a part. Gaining the
knowledge and experience takes time, commitment, and perseverance. The cost of
obtaining these may not always be justified and must be evaluated against the risk of
failure. The methodology followed in the Flash Memory example attempted to contain the
cost of evaluation. However when nothing is known and there is no previous experience
to rely on it can be expected that cost will exceed initial projections. If the information and
data obtained have shown that they have led to good risk assessment and decision making
that will prevent a major mistake in choosing a COTS part , then cost will be supported by
project planners. The Flash Memory example has definitely stimulated some new
directions to pursue not only for Flash Memories but for other COTS part types. The real
test for the knowledge gained and how it was evaluated is when the part is flown in a
Space Application and performs flawlessly over the life of the mission. At this time
experience in real time has been gained. There will be some future failures attributed to
lack of knowledge and maybe lack of testing. Making a decision between having more
knowledge and working with limited knowledge is what the parts engineer must evaluate
in a high risk environment.

The information, knowledge, and experience gained with COTS parts is being
shared through JPL’s Parts Information Program (PIP), Conference Papers, The NASA
EEE Parts Program, COTS data base, JPL Technical Infrastructure Program, NASA
Flight Readiness Technology Assessment RTOP, and direct communication with design
engineers working on various NASA projects.
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Pisk Analysis

Risk Analysis

Table of Contents

—

. Introduction
2. Risk Identification
1. Project Risks
2. Technical Risks
3. Business Risks
Sample Risk Item Checklist
Risk Projection (Estimation)
. Risk Assessment
1. Risk Referent Level
2. Risk Assessment Checklist
3. Risk Evaluation Outcomes

SN

Links to CMU's Software Engineering Institute

* What is Risk Management?

* Software Risk Management

* Risk Program Slide Overview Index

* Continuous Risk Management Definition

* Risk Cost Model

» Software Development Risk: Opportunity, Not Problem
* Software Risk Management, SW-CMM v2.0 Draft A

Return to Table of Contents for the Course Notes

Introduction

1. Risk is concerned with the future
o what might cause a software project to go awry
2. Risk is concerned with change
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20f6

2. Risk is concerned with change
o changes in requirements, development technologies, target
computerss
3. Risk is concerned with choices
o what methods and tools to use, how many people to involve

For an event, action or object to be considered a risk there must be:

1. A loss associated with it.
2. Uncertainty or chance involved.
3. Some choice involved.

Risk analysis is composed of four distinct activities:

risk identification
risk projection
risk assessment
risk management

hLON =

Risk Identification
Risks can be categorized at a macroscopic level as:

1. Project risks
2. Technical risks
3. Business risks

Project Risks

* Potential budgetary, schedule, personnel, resources, customer and
requirements problems and impact.
* Project complexity, size and structure are determining factors.

Technical Risks

* Potential design, implementation, interfacing, verification and
maintenance problems.

* Specification ambiguity, technical uncertainty, technical
obsolescence and "‘leading edge" technology.




Risk Analysis

obsolescence and “'leading edge" technology.
Business Risks

* The most insidious!

1. Market Risk
o building a product that no one really wants.
2. Product Risk 1
o building a product that no longer fits into the overall product
strategy for the company.
3. Product Risk 2
o building a product that the sales force doesn't understand how
to sell.
4. Management Risk
o losing the support of senior management due to a change in
focus or people.
5. Budget Risk
o losing budgetary or personnel committment.

Sample Risk Item Checklist

* Use of a set of questions to help the project planner to understand
the project or technical risks.

* Risk item checklist for staffing risk:

Are the best people available?

Are enough (too many) people available?

Do the people have the right combination of skills?

Have staff members received the necessary training?

Is the staff committed for the entire project duration?

Will some staff members only be part time?

Will staff turnover be low enough for continuity?

NOOGOARWN=

Risk Projection (Estimation)
Attempts to rate each risk in two ways:

1. Likelihood that the risk is real.

3of6




Risk Analysis

2. Consequences of the problems associated with the risk, should it
oCcCur.

Four risk projection activities:

1. Establishing a scale that reflects the perceived likelihood of a risk.
o boolean, qualitative, quantitative

2. Delineating the consequences of a risk.

3. Establishing the impact of the risk on the project and the product.

4. Noting the overall accuracy of the risk projection.

Risks are weighted by perceived impact and then prioritized. Three
factors affect impact:

1. The nature of the risk indicates the problems that are likely if it
occurs.

2. The scope of a risk combines its severity with its overall
distribution.

3. The timing of a risk determines when and for how long the impact
will be felt.

The importance of risk impact and probability is linked to their effect on
management concerns.

IF risk_factor = high impact AND
probability of occurence = low

THEN management concern = not significant

IF risk factor = high impact AND
probability of occurence = moderate to high

THEN management concern = risk analysis activity

IF risk factor = low impact AND
probability of occurence = high

THEN management_concern = risk analysis activity

Risk Assessment

* Risks can be represented as a set of triples of the form: [r,/,x]
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where
o ris risk
o lis the likelihood (probability) of the risk
o x is the impact of the risk.

* During risk assessment the following actions occur:
1. An examination of the accuracy of the estimates made during
risk projection.
2. A prioritization of the risks that have been uncovered.

3. A preliminary examination of the ways to control and/or avert
likely risks.

Risk Referent Level

* At a certain level of risk, or a combination of risks, a project will
have to be terminated.

* Arisk referent level has a single point, called the referent or
break point, at which time the decision to proceed or terminate are
equally acceptable.

* Cost, schedule and performance represent three typical risk
referent levels.

Risk Assessment Checklist

1. Define the risk referent levels for the project.
o Referents are stated as a probability of failure or the probability
of success level for each individual risk or the system as a
whole.
o A value should be agreed upon where it is decided that a
project should not continue.
o The system risk referent can be:
1. an aggregate of individual risks, or
2. one or more prioritized high impact risks
2. Attempt to develop a relationship between each [r,/,x] and each of
the referent levels.
3. Predict the set of referent points that define a region of termination,
bounded by a curve or areas of uncertainty.

4. Try to predict how compound combinations of risks will affect a
referent level.
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Risk Evaluation Outcomes

Comparing the evaluated risk against its risk referent has three
possible outcomes:

1. Acceptable
o the evaluated risk is less than the referent.
2. Impossible
o the evaluated risk is much greater than the referent.
3. Infeasible
o the evaluated risk is greater than, but almost equal to, the
referent.

If the system risk is acceptable then
o proceed to evaluate individual risks
If the system risk is impossible then
o determine if the project should continue.
o if the project continues
m replan to avert the identified risks
m repeat risk analysis.
If the system risk is infeasible then
o determine if the project should continue.
o if the project continues
m replan to avert the identified risks OR
m continue with the plan but apply risk aversion strategies.
After system-wide evaluation, the individual risks should be
completed and evaluated in the same way as the system risk.
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